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ABSTRACT

Malware has its own unique behavior characteristics, like DNA for living things. To respond APT (Advanced Persistent
Threat) attacks in advance, it needs to extract behavioral characteristics from malware. To this end, it needs to do
classification for each malware based on its behavioral similarity. In this paper, various similarity of Windows malware is
estimated; and based on these similarity values, malware’s family is predicted. The similarity measures used in this paper
are as follows: ‘TF-IDF cosine similarity’, ‘Nilsimsa similarity’, ‘malware function cosine similarity’ and ‘Jaccard similarity’.
As a result, we find the prediction rate for each similarity measure is widely different. Although, there is no similarity
measure which can be applied to malware classification with high accuracy, this result can be helpful to select a similarity
measure to classify specific malware family.
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No. functionality description
1 Adware A function which presents unwanted advertisements to users
2 Anti-av A function which detects antivirus software and evades it
3 Anti-dbg A function which interrupts debugging process to analyze malware
. A function which checks if the running environment is in the sandbox
4 Anti-sandbox L . , . .
(running in the security analyst's machine environment)
5 Backdoor A function which gets privileges without any normal authentication
A function which makes victim's computers zombie PCs to be controlled
6 Botnet
remotely
7 Code-injection | A function which injects malicious code into processes
A function which downloads additional malware and infects victim's
8 Downloader
computers
9 Dropper A function which installs files and executes them
A function which steals private information from the Internet browsers,
10 Infostealer . .
FTP clients and e-mails
11 Keylogger A function which uses event hooks to snoop all keyboard input events
12 MBR-destroyer ?rifill:ctlon which corrupts the Master Boot Record area of a hard disk
13 Ransomware A function which encrypts users files (especially photo and document files)
14 Stealth A function which hides itself to avoid detection
A function which copies itself to infect any adjacent devices through the
15 Worm network
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Accuracy for Each Similarity Method
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Fig. 2. Accuracy for each similarity method
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Table 3. Prediction rate for TF-IDF

Real Label

AdWare | Backdoor | Downloader Trojan Worm Virus

-Ransom
AdWare 3.92% 0.49% 4.50% 2.96% 6.67% 0.99%
Backdoor 21.57% 56.65% 27.00% 85.22% 15.24% 16.26%
Predicted | Downloader 23.53% 7.39% 58.00% 0.49% 0.48% 1.97%
Label Trojan-Ransom 22.06% 4.43% 1.00% 0.99% 20.95% 6.40%
Worm 4.90% 3.94% 5.00% 0.99% 10.95% 1.48%
Virus 24.02% 27.09% 4.50% 9.36% 45.71% 72.91%
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Prediction Result for TF-IDF
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Fig. 3. The number of predicted labels for each real label by TF-IDF
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Table 4. Prediction rate for Nilsimsa
Real Label
AdWare Backdoor Downloader Trojan Worm Virus
-Ransom
AdWare 10.78% 0.99% 2.00% 0.49% 0.00% 0.00%
Backdoor 0.00% 30.54% 2.00% 6.40% 0.00% 3.94%
Predicted | Downloader 15.20% 0.00% 66.50% 0.00% 0.48% 0.49%
Label Trojan-Ransom 1.96% 1.97% 4.50% 62.56% 1.90% 1.48%
Worm 72.06% 66.50% 25.00% 30.54% 93.81% | 38.92%
Virus 0.00% 0.00% 0.00% 0.00% 3.81% 55.17%
Prediction Result for Nilsimsa
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Fig. 4. The number of predicted labels for each real label by Nilsimsa
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Table 5. Prediction rate for malware function

Real Label
AdWare | Backdoor | Downloader Trojan Worm Virus
-Ransom
AdWare 33.82% 6.90% 1.50% 1.48% 11.43% 6.90%
Backdoor 0.98% 18.72% 8.50% 15.27% 0.00% 1.97%
Predicted | Downloader 5.88% 25.12% 31.00% 3.94% 10.00% 1.97%
Label Trojan-Ransom 3.43% 8.37% 3.50% 65.52% 10.00% 4.93%
Worm 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Virus 55.88% 40.89% 55.50% 13.79% 68.57% 84.24%
Prediction Result for Malware Function
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Fig. 5. The number of predicted labels for each real label by malware function
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Table 6. Prediction rate for Jaccard

Real Label

AdWare | Backdoor | Downloader Trojan Worm Virus

-Ransom
AdWare 31.37% 0.99% 1.50% 0.00% 0.00% 0.99%
Backdoor 1.96% 27.59% 0.00% 1.97% 0.48% 1.97%
Predicted | Downloader 28.92% 11.82% 74.50% 0.99% 3.81% 0.99%
Label Trojan-Ransom 20.10% 40.89% 18.50% 94.09% 29.52% 20.20%
Worm 15.20% 17.24% 1.50% 2.46% 59.05% 12.32%
Virus 2.45% 1.48% 4.00% 0.49% 7.14% 63.55%

Prediction Result for Jaccard
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Fig. 6. The number of predicted labels for each real label by Jaccard
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for each label (whose accuracy is over 70%)
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Algorithm
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